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Inside SMB

This tutorial will dis
uss the guts of the SMB proto
ol. It isn't pretty.Be prepared for the worst!
Please ask questions at any time!
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SMB vs NFSSamba implements the SMB proto
ol and a number of asso
iatedproto
ols. It is sometimes useful to 
ompare SMB to NFS� SMB has s
ores of top level 
ommands some with dozens ofsub
ommands and subsub
ommands� NFS has around a dozen 
ommands in total� SMB is 
onne
tion oriented with a 
lient-maintains-statear
hite
ture to handle re
onne
t� NFS is stateless� SMB has sophisti
ated 
ommand 
haining, 
lient 
a
hing andlo
king 
apabilities.� NFS is well do
umented and was designed before being
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umented with the do
umentation being writtenretrospe
tively from the existing implementations
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The anatomy of SMB

The SMB proto
ol 
an work over many transports, but the mostinteresting these days is TCP/IP. SMB on TCP/IP uses three ports:� UDP/137 is used for name resolution and registration� UDP/138 is used for browsing� TCP/139 is used for the main �le and print sharing transa
tionsThis is a simpli�
ation, but it is 
lose, at least until NT5 wheneverything might 
hange.
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NBT on UDP/137

UDP/137 
arries name registrations and name queries. When thequeries are uni
ast this proto
ol if often referred to as WINS (orWindows Internet Name Server). It is a inappropriate name as WINSdoes not work at all well on large WANs like the Internet.We will now observe a 
lient starting up and wat
h the traÆ
 onUDP/137. Note parti
ularly the di�eren
es in the startup for WINSand non-WINS.
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NBT on UDP/138

UDP/138 
arries browsing traÆ
. This is mostly lo
al broad
asttraÆ
 with the o

asional message between subnets for 
ross subnetbrowsing.We will take a look at the following situations:� a browse 
lient boots up� a browse server restartsOne thing to note about these pa
kets is that they a
tually have amixed byte order! It is a rare thing for a internet proto
ol to mixbyte orders. Can you work out how it happened?
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SMB on TCP/139

TCP/139 is where the main a
tion happens with the SMB proto
ol.All �le and printer sharing happens on this port. It is a 
omplexproto
ol but its stru
ture is fairly easy to understand. We will lookat a number of situations:� 
onne
ting to a SMB server� 
opying a �le� obtaining and breaking oplo
ks� printing a �le
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SMB authenti
ation

SMB authenti
ation is a thorny issue. There are two mainauthenti
ation models available but unfortunately many people wantsomething that is a 
ombination of the two.We will examine the authenti
ation pro
ess for the two se
uritymodels:� user level se
urity - where the 
lient �rst authenti
ates then
hooses a share to a

ess� share level se
urity - where the 
lient authenti
ates as part ofa

essing a share
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Domain logons

The SMB proto
ol (or more a

urately the MS implementations)support two quite di�erent methods for \network logons", one beingused by Windows95 and the other by WindowsNT.The Windows95 domain logon proto
ol is fairly simple but is a usefulway of allowing users to move between workstations whilemaintaining a single point of logon and single pla
e where pro�les arestored.
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Win95 Domain logons

A Windows95 domain logon works by:� The 
lient doing a broad
ast on UDP/138 to ask for a logonserver� The logon server responding with its netbios name� The 
lient doing a SMB 
onne
t to the logon server� The 
lient asking the logon server for information on its domainlogon 
on�guration, su
h as logon s
ripts, home dire
tories andpro�le paths.
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WinNT Domain logonsA WindowsNT domain logon works by:� The 
lient doing a broad
ast on UDP/138 to ask for a NTdomain server� The domain server responding with its netbios name� The 
lient doing a SMB 
onne
t to the logon server� The 
lient establishes an en
rypted se
ure pipe using a sharedse
ret key and a RC4 en
ryption stream� The 
lient asks the logon server for information on its domainlogon 
on�guration, su
h as logon s
ripts, home dire
tories andpro�le paths.The NT domain proto
ol may look a lot more se
ure, but it a
tually
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aws. The initialisation of the se
ret key isparti
ularly bad.
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Lo
king and 
lient 
a
hing

One area where SMB is parti
ularly ri
h is in the range of lo
king
apabilities available. They are divided into 3 types of lo
ks:� byte range lo
king - for lo
king re
ords in a �le� share modes - for spe
ifying what other users 
an do with a �leat the same time� opportunisti
 lo
ks - not really lo
king at all, oplo
ks are a safe
lient 
a
hing me
hanism
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SMB Extensions in Samba

The CIFS/SMB proto
ol has been notorious for ea
h implementationdoing their own little extensions to add features or work aroundproblems in other implementations. Samba is no ex
eption!



Inside SMB 15

WINS and *1B

Cross-subnet browsing has always been diÆ
ult with SMB. It 
an bemade to work with the proto
ols as they exist in the spe
 but notwithout a lot of trouble and only if your network layout is \justright".After looking at this we found that the 
ore pie
e of missingte
hnology is some way for a host to ask the WINS server for a
omplete list of Domain Master Browsers that it knows about. Giventhat information it is easy to 
onstru
t enterprise wide browse lists.We solved this by extending the Samba WINS server to a

ept namequeries queries for the name *1B. The query will return the 
urrentlist of known Domain Master Browser IP addresses.
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Browse Syn
hronization

To use the *1B feature we modi�ed our DMB implementation toperiodi
ally send *1B queries to the WINS server (if present). If thequery is su

essful then a node status request is sent to any of theresulting IPs whi
h are unknown to the DMB. The node statusrequest is used to determine the workgroup name. Resultingworkgroups are s
heduled for browse syn
hronization via the normalme
hanisms.
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Inter-DMB syn
hronizationOur *1B browse syn
hronization solves the 
ross-subnet browsingissue when all DMBs are using the same WINS server, but doesnothing to help the 
ase where some DMBs use a di�erent WINSserver or use broad
ast registration.To solve this problem we added inter-DMB syn
hronization. Ea
hSamba DMB will perform a workgroup browse syn
 with all 
urrentlyknown DMBs by 
hoosing a random DMB to syn
 with at regularintervals. The frequen
y of these syn
 operations is �xed, regardlessof the number of DMBs, thus preventing a N2 explosion of networktraÆ
.These syn
 operations allow a Samba DMB to build a mu
h more
omplete list of workgroups. The disadvantage is that \dead"workgroups 
an survive for long after they have no members. We are
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h is 
aused by la
k ofTTL information if the NetServerEnum response.
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Remote announ
e

When the above me
hanisms fail, su
h as in very disjoint networkswithout a WINS server, it is sometimes useful to tell Samba to sendhost announ
ements to a remote subnet where they will be pi
ked upby the lo
al master browser. You 
an do this using a \remoteannoun
e" option.This option allows you to for
e the appearan
e of a server in anyworkgroup listing you like as long as you know the broad
ast addressof the remote network. Even over an international link.
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Netbios aliases

Samba 
an announ
e and register itself as any number ofsimultaneous netbios names on the network. This 
an be useful whenthe server has multiple roles whi
h you may want to split ontoseparate ma
hines at a later date.Asso
iated with ea
h name 
an be a Samba 
on�g �le, so you 
an
on�gure ea
h of the names to behave quite di�erently. For exampleone may be a user level se
urity �le server and another might be ashare level se
urity print server.
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En
ryption 
onversion

A 
onstant heada
he for Unix SMB server implementations is thehandling of the en
rypted SMB password database and itssyn
hronization with the standard unix password systems.To try to redu
e the pain a little Samba 
an auto-add users to theen
rypted database as they login. This allows you to 
onvert fromnon-en
rypted to en
rypted with a minimum of fuss.
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syn
 options

Windows programmers don't seem to know the di�eren
e betweensyn
() and 
ush(). We see quite a few programs (Explorer being oneof them!) using O SYNC when opening �les in a quite inappropriatemanner. This has an enormous performan
e penalty.For this reason we give the administrator the option of ignoring syn
requests (this 
an be set on a per share basis).
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smbwrapper

For Samba 2.0 we have implemented a library of posix-like �lesystemfun
tions that 
an be preloaded by a unix loader, allowing existingunix binaries to see a virtual SMB �lesystem and networkneighborhood.This provides a SMB 
lient �lesystem on a wide range of Unix 
avorswhi
h �nally allows unix systems to be
ome true members of a SMBworkgroup.The system (
alled smbwrapper) also shows printer shares asdire
tories, with printing via 
p, print queue listing via ls and printqueue deletion via rm.
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SSL

Samba 2.0 has SSL support in both the 
lient and server (
ontributedby Christian Starkjohann). This allows SMB sessions to beestablished over an underlying se
ure transport, giving a fullyen
rypted network �lesystem.This is parti
ularly useful in 
onjun
tion with smbwrapper.


