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Overview
Managing a networked PC is difficult and costlydgd In fact, management of the PC
is the largest cost of deploying a PC in an orgation. As the number of networked
PC'’s in organizations grows, the importance ofa@ffe system management solutions
increases. The components of a complete systeragaarent solution include
systems (both servers and clients) with an effeatianagement infrastructure, and
applications which use that infrastructure to mandifferent types of systems located
throughout an organization. The role of the opegatystem is to provide an effective
infrastructure for system management, while praigdhe investment customers have
made in existing management schemes. This pagerides the system management
infrastructure and features being provided in feitversions of Windows, beginning
with the release of Windows “Chicago”.
L@ Y= 1= iii
The System Management Challenge...........ooor i 1
A Complete Solution to System Management ....ccceceevvveeeeeeieeiieeeeeeeeeeieniessnneeees 2.
Windows “Chicago” System Management ArchiteCture.............cceevvvvieieineeeeeenn, 3
The WINAOWS REGISIIY ..ot cmmmm ettt 3
The Plug and Play SYStemM...........uuuiiiiiie e 4
Remote Procedure Call (RPC) ........eviiiiiiiiiieieiiieee e 4
Securing Access to Managed SYSIEMS ........ .o eeerrriniiiieieeeeeeereeeereinn.. 5.
Desktop Management Interface (DMI) Support ................................................ 5
Simple Network Management Protocol (SNMP) SUPPOIL........eevevievieiiiininnennn. 7
“Chicago” Desktop Management FEAtUIES ...... o o ovreeeeeeiiiiiieeeeeeiiiieeee e sieens 8
Hardware inventory MONItONING .........uuuuu i e eeeeeeeeeeiviiiiee s s e e e e e e e eeeeeeeeernnnnns 8
Hardware installation and configuration ... 8
System software diStribution ..........coooooieeeeeeiiii e 8
User configuration Management............ooocuueeeeieniiiiiiiee e 9
Desktop configuration CONIOL...............ccceemeieiiieeeie e 9
Data back-Up and rESLOrE.......cuvviiie et e e e e 9
Peer server adminiStration..................ceeeeeeeeeiieiee e 9
Application diStribULION ............eeiiiiiiiee 10
Application metering and lICENSING........... o eeeeeeiee e 10
System performance analySiS ............ooiiimceeemeeeiriiiiee e 10
Troubleshooting end USer ProblemS ...........ccaccaeiiiiiiiiiiiiee s 11
SUMIMAIY ..ottt mme et e e e e ettt et e e e e e e e s s ea e s s r e e nneeeeeees 12

Draft Microsoft Confidential Version 0.9






Microsoft System Management 1

The System Management Challenge

Ever since corporations began down-sizing from frafnes to LAN-based desktop
systems, network managers have faced a dauntikgtasanaging a burgeoning base
of computing assets spread across the enterprisen\WAN'’s were small and
specialized, managing them was both less diffiantt less important. But as
organizations move mission-critical production,idien support, accounting, and
other applications to LAN-based desktops, the ingrme of managing them cost-
effectively has increased dramatically. A receéutlg revealed that today Information
Services (IS) departments spend up to 80% of tleifhe costs of a PC on activities
relating to managing the PC.

Total Costs incurred over the life of a desktop
(for a typical 2000 desktop operation)

Management
Purchase Costs
20% Costs
80%

Source: Gartner Group

To reduce these costs, IS departments requiretigédools for managing the systems
in their computing infrastructure. On every syst#mere are essentially three types of
resources to be managed: the hardware (motherbexdden cards, hard drive,
monitor, mouse, keyboard); the operating systenwsoé (drivers, system services,
user interface components) and application softwstanaging the hardware involves
installation, configuration and inventory monitaginManaging the operating system
software encompasses a variety of tasks includiatgm software distribution, system
and user configuration management, and data backpplication software must be
installed, and it's use must be licensed and méteFenally, systems must be
maintained over time, which includes tasks sucmasitoring desktop performance
and troubleshooting end-user problems.

ICosts include both software (OS, applications) laardiware costs
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A Complete Solution to System Management

A complete solution to managing all the systemsrirenterprise requires a
combination of operating systems with the right agement infrastructure and
management applications which leverage that infragire to manage different types
of systems located throughout the enterprise.

Future versions of Windows operating systems wihle a comprehensive
infrastructure for system management. This infuastire will collect information
about the hardware, operating system, and apgitaind make that information
available to system management applications. Acemanagement information will
be provided through standard, documented API's B&jrand support for transmitting
that information over the network will be providgaough standard remoting
protocols (RPC and SNMP). These services wilbédsed on Microsoft’'s Windows
Open Service Architecture (WOSA) for networkingtiake them available over
networking products from multiple vendors. Thipagach will protect the investment
customers already have in system management psosiuch as Novell NMS, HP
Openview, Sun Net Manager, Intel LanDesk, or IBMNLNetView, while at the same
time facilitating the development of more full-faetd management applications from
any vendor.

Microsoft currently has under development a sysianagement application called
Microsoft System Management Server (also knowrhbycbde name “Hermes”).
System Management Server will provide featuresaseenanagement of multiple
types of systems across the enterprise, includiBgINDS, Windows 3.1, Windows for
Workgroups, Windows NT or NT Advanced Server systeamd systems from other
vendors. These features include software distdhwdnd installation, network
application management, inventory management, regmitrol troubleshooting, and
performance tuning. System Management ServeWWi&2 application which runs
on Windows NT Advanced Server and records datatahelsystems it manages in a
SQL Server database. It provides the required genant agents for systems which
lack a management infrastructure, and will usdrtfrastructure built into future
versions of Windows to deliver a complete crossfpien solution.
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Windows “Chicago” System
Management Architecture

The fundamental components of any system managearhitecture include a store
of data about the resources to be managed, opfeices for entering and retrieving
data from that store, and a protocol for commuimgathat data over the network to a
system management application. In addition, tepmnents on the system must be
protected from unauthorized access by a securitiesy In Windows “Chicago” these
components are provided by the Windows Registryiesépplication Programming
Interface, the Plug and Play system, and indusényesird Remote Procedure Call
protocol. Windows “Chicago” will also provide usewrel security to control access to
these components.

D Applications M
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on Administrator

Windows “Chicago” desktop Management Architecture

The Windows Registry

The Windows operating system will consolidate ogunfation and status information
for all hardware and software components intoglsj structured database called the
Windows Registry. Management applications canWise2 API's over the network
via Remote Procedure Call (RPC) to access confiigurand status information about
all system components.
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The Registry will contain both static and dynammiformation. For hardware
components, information will include manufacturadaevice identification, resources
allocated to each device, and device specific gandition. Applications will store
configuration information, including manufacturemne, package name and current
version number. Operating system settings andags#iguration information will

also be recorded in the Registry.

The Plug and Play System

Windows “Chicago” will be the first operating systeroduct to support the Plug and
Play architecture. The Plug and Play architectmables automatic installation and
dynamic reconfiguration of Plug and Play devices.

Plug and Play devices record their configuratidarimation in INF files. The INF file
contains a list of system resources required bylévice, the drivers needed to operate
it, and device-specific configuration and statdsrimation. When the device is
installed, the Plug and Play system allocates systésources (DMA channels, IRQ’s,
base 1/0 addresses, etc.) to the device, load3etviee driver, and writes the
information about allocated system resources aadiévice specific information into
the Windows Registry. Once installed, the devittirgys can be configured via the
Registry API’s.

The Plug and Play system also places informatidhaérRegistry about system
resources allocated to non-Plug and Play devieesvever, if vendors of legacy
devices want to report management information béybat exposed by the Plug and
Play system, they will need to modify their drivéssdo so.

Remote Procedure Call (RPC)

Draft

Microsoft Windows operating system products frormdéiws “Chicago” forward will
include support for applications developed usirggRemote Procedure Call (RPC)
protocol. RPC allows applications running on oamputer to execute functions, or
processes, on another computer across the netegakdiess of the underlying
network protocols in use or the type of softwanening on the remote computer.

Microsoft's implementation of RPC is compliant witie specifications of the Open
Systems Foundation (OSF) Distributed Computing Eemment (DCE), and works
with other compliant products. This enables prograunning on Microsoft Windows
to access services running on other platforms agdiP® and IBM® AIX®.
Similarly, administrative applications running otier platforms will be able to
remotely control processes on Windows systems.

Because RPC will be included with Windows, and sutspall popular networks,
developers will be able to build advanced netwodnagement tools, such as software
distribution systems, which perform tasks remotkt previously could only be done
by physically visiting each system.
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Securing Access to Managed Systems

To prevent disruptive or unauthorized access ttesysthat are being managed, a
system management architecture must implementfectige security model.
Beginning with Windows “Chicago”, Microsoft wifirovide user level security for
desktop systems.

User-level security associates access privileg#sindividuals or groups. When a
user attempts to access a shared resource, amadsgdist of access permissions is
checked before access is permitted. Windows “@oitanplements this model by
using access permission data maintained on a NNe¢Ware or Windows NT
Advanced Server system. Each Windows “Chicago”himecrunning user-level
security has a companion authenticating serverehe remote user attempts to
access the shared resources on the Windows “CHicagchine, it authenticates him
by communicating with its authenticating serverdoefpermitting access.

This implementation has several advantages. MEistadministrator needs to maintain
only one database of users and groups. This daab#sen used by all Windows
desktops to enforce security -- there is no neeth®administrator to create lists of
users and groups for each desktop. Second, aco@nggement is centralized under
the network manager’s control. If a user leaveiois a department, account changes
need to be made in only one location. Finallyhentication of users is performed

with a single password on secure central server.

The Windows “Chicago” security model provides séyguor more than peer file and
print servers. Other Windows services, such as RR{Cbackup agents, also permit
access to the desktop. Each of these servicesseatine security model to control
access. The security system can even be usesttimtraccess to specific system
capabilities, such as modifying or deleting progignoups. And it has open,
undocumented interfaces so it can be used by deseddo prevent unauthorized
access to their products.

Desktop Management Interface (DMI) Support

The Desktop Management Interface (DMI) specifiaatias been proposed by the The
Desktop Management Task Force (DMTF) to providelat®n to some of the
problems of system management. DMI defines compiznwvhich perform several of
the functions described above, including collecod storage of management
information and defined interfaces for reportingiagement information for use by
management applications.
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DMI defines a Management Information File (MIF) whivendors provide with their
hardware or software component. The MIF contaiasaatory component
identification information and a mechanism for opal data that is component
specific. A local agent, the Service Layer, resida each managed system and
provides the services for registering componentis aiMIF database and providing
access to that database through the Managemerfat@g¢MI). Management
applications use the MI to query the MIF databaseattributes, or execute
management processes.

Microsoft will implement support for DMI througheharchitecture defined above.
Like the MIF in DMI, The Plug and Play INF formatlMprovide information about
hardware components to the Windows Registry. And Bnd Play performs device
installation and configuration as well. Since IlH\dnd OEM’s already develop
drivers for specific operating systems, the incoagion of management information in
the INF file format will make it easier for hardweavendors to expose information
about their components.

For the developers of management applications, pidvides a solution for operating
system platforms that do not provide a managenmdratstructure, such as Windows
3.1. With future versions of Windows, managemémiiaations will be able to use
the infrastructure provided in the operating systdrhe Windows Registry
implements a data store that is functionally edeivito the MIF database in DMI.
Software components will provide information to ¥vndows Registry through the
Registry API, which is analogous to the Managenhatetrface in DMI. Windows
goes beyond the DMI specification to provide RP@ aser-level security for
reporting information to remote management appbcatin a secure fashion.

Management
Applications

r N

v

Management
Interface DMI Agent

DMI support in Windows “Chicago”

Applications which have already written to the Mgament Interface will run on
future versions through a DMI compatibility ageM/hen a DMI application requests
information about a managed entity, the DMI ageilituge the Registry API’s to
retrieve the requested information from the Wind®&egjistry. Microsoft will make
the DMI agent available soon after the release wfddivs “Chicago”.
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Simple Network Management
Protocol (SNMP) Support

Draft

Like RPC, SNMP is an open, standard protocol usdthhsport management
information and commands between a management leoaisd a managed entity.
Several network management products use SNMP &sé¢heoting protocol, including
HP OpenView, Novell NMS and IBM NetView and SUN $let Manager. Although
RPC is Microsoft's preferred remote communicatiootpcol, Microsoft will also
include support for SNMP-based applications in Wind “Chicago” and future

versions of Windows.
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SNMP support in Windows “Chicago”

With SNMP-based systems, information about a sysemade available through a
component called the Management Information Bad®MEach MIB consists of a
list of object identifiers describing a managedtgnThe MIB Handler retrieves object
values from the managed entity and sends themet8MP console. In Windows,
the SNMP Agent - MIB Handler interface is openlsio parties can plug in their own
handlers. In Windows “Chicago” Microsoft will prime handlers for industry
standard MIBs, like the MIB-II, which describesanfhation about the TCP/IP
protocol.

In the long run, Microsoft plans to eliminate treed for MIB handlers in Windows by
extending the definition of tH&lF file format to include information in MIB’s today.
The Windows SNMP agent will also be enhanced toraatically provide the
information requested by the console if it is ddmat in aniNF file. With this
approach, if a hardware vendor supplie$Nin file his device will be automatically
manageable through SNMP and the Registry API’s.
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“Chicago” Desktop Management Features

In addition to the systems management infrastreafiescribed above, Windows
“Chicago” will include tools to perform many essahsystem management tasks.

Hardware inventory monitoring

Few network administrators know the precise typebguantity of hardware deployed
in their corporations. A recent survey by Forrefesearch found that over 50% of
Fortune 1000 MIS managers feel inventory managetiuegéntly needs a fix.” In
future versions of Windows, all hardware configimatand status information will be
stored in the Windows Registry. This informatioiii e available locally via the
Registry API's and remotely over RPC. Vendors ahagement tools can then write
applications to gather inventory information fromndbws desktops across the
organization.

Hardware installation and configuration

IS personnel spend considerable amount of timaranky installing and configuring
hardware. Automatic installation and configuratef Plug and Play devices and Plug
and Play operating systems will dramatically rediini® cost.

System software distribution

Windows “Chicago” will make it easier to roll-outiiiows across an organization.
Administrators will be able to place a copy of Wames “Chicago” on a server and
have users run Windows setup over the network.atiministrator can decide
beforehand which components and capabilities shoeilithstalled on the desktop.
Improved hardware detection technology will idgntirdware and configure the
system automatically to minimize the need for ustrvention. Windows “Chicago”
can also be run from a network server to suppskielss workstations.
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User configuration management

In many companies employees share multiple PChicago will support user profiles
to enable people to access their personal groppsications, and data from any
system on the network. This “multiple user modafi also be provided on a stand-
alone system. This capability is provided throtlghWindows Registry, which stores
per-user configuration information separately freyatem information so that each of
these can be managed separately. Per-user catiuimformation can include
preference data such as favorite screen colorsisenclick speed, program groups,
etc. These preferences will be centrally storedessed when the user logs into a
Chicago system, and used to install the appropciatéiguration so that user will be
immediately productive working on a familiar enviroent tailored to whatever
hardware they are using.

Desktop configuration control

Windows “Chicago” will provide administrators thbility to lock the system
configuration and restrict access to the userfexterto prevent even knowledgeable
users from making changes. The information abmzkdd and hidden configurations
is saved on a central location. An administratiirbve able to remotely remove the
locks to permit users to modify this configuration.

This capability will enable administrators to praveasers from installing certain
components, set usage policies centrally, and elefitsafe,” configuration for
Windows to go back to in the event that a userveaéntly alters their desktop
configuration.

Data back-up and restore

Windows “Chicago” will facilitate desktop data bagkby shipping backup agents

with the operating system. A backup agent is soéwnstalled on a client which
allows the client to be backed up by a centrakbpesystem. Microsoft will include
backup agents for Cheyenne ARCserve and Novela§eoManagement System-based
backup solutions.

Peer server administration

Administrators require the same degree of contvel peer servers that they have over
departmental server systems. In Windows “Chicagdrhinistrators will be able to
view the connections, shares, open files and daglibn a remote peer server. They
will also be able to control connections and shaagd close opened files. An
administrator can install a peer server withouwaihg the user to share files or
printers, so the administrator can share resouncdsewnload driver upgrades and
patches without user interaction.
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Application distribution

In a client-server environment, important busireggslications must be installed on
thousands of systems rather than a single mainfraimre versions of Windows will
contain several technologies that make it easidistoibute software.

Software distribution is a two-step process. Fapplication files need to be
downloaded to the desktop. Windows “Chicago™s hgckgents or peer server can be
used to move files from a central server to thétgs Administrators can use server
login scripts to instruct the client PC’s to “putfown the application files and
configure the application. The second step iotdigure the desktop. This includes
creating new program groups, icons or Chicagok$lirfor the new application and
placing the application’s configuration informationthe Registry.

Application vendors can use these capabilitiesmglémentations software distribution
products, and current software distribution prodwstich as Microsoft “Hermes”
product and Novell NetWare Navigator will work watlt modification in this
architecture.

Application metering and licensing

Most software applications today are furnished &ifitense agreement that dictates
the terms of how that software may be used. Theemgent determines the policy of
how the application should be used, either onrdstane PC or on a network.
Because of a lack of central control over the saferadministrators have to resort to
spot checks to make sure no licensing agreemestseémg violated.

Future versions of Windows will contain support floe Licensing Services API
(LSAPI). These API’s are an industry standard and foulgddading software
vendors like Microsoft, Brightwork, Digital EquipmeCorporation, Gradient
Technologies and Novell. LSAPI is also part of ldmger WOSA framework. Using
them, applications can ask for licenses from bauk-#cense servers” independent of
the vendor of the license server. Any third-paendor of a license server can plug-in
under these API's to provide licensing support.

System performance analysis

Draft

Windows “Chicago” will include a tool which displaylesktop performance
information. The performance monitor will have@yen interface so components will
be able to expose their performance informatiodmistrators will also be able to
use the performance monitor to measure remotersygste
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Troubleshooting end user problems

Draft

Microsoft will provide a tool for network managecsview the Windows Registry on
remote systems. Using this tool, support persowiiebe able to view and modify
desktop hardware and application configurationis Will help diagnose and resolve
end-user problems.

If the operating system fails during initializatioWindows “Chicago” permits
automatic reinitialization of the system into aesaebnfiguration. Once the system
started with “clean boot”, an administrator can dsgnostic tools to fix the problem.

Microsoft Confidential Version 0.9



12 Microsoft System Management

Summary

Draft

Future versions of Windows, beginning with Windd\@hicago”, will include a
comprehensive infrastructure to enable effectivsesy management solutions.
Developers of management applications will uséMiedows system management
infrastructure to build complete system managersehitions. These applications,
combined with management features built into Winslowill reduce the cost of
deploying Windows systems in the enterprise.

Information in this document is subject to changieut notice. Companies, names, and
data used in examples herein are fictitious undéissrwise noted. No part of this
document may be reproduced or transmitted in amy fr by any means, electronic or
mechanical, for any purpose, without the expresgemrpermission of Microsoft
Corporation.

© 1994 Microsoft Corporation. All rights reserved.

Microsoft, MS, MS-DOS, and Win32 are registeredi¢raarks, and Windows is a
trademark of Microsoft Corporation in the Unitect®s and other countries.
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