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A method of managing correctional and/or rehabilitation
programs for substance abuse for a number of entities
having jurisdictional responsibility for persons, the method
comprising: receiving correctional and/or rehabilitation data
from a plurality of entities having jurisdictional responsi-
bility for persons, said correctional and/or rehabilitation data
including information on substance abuse by persons for
which said entities have jurisdictional responsibility; pro-
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From: [Start Date] through [Stop Date] : v |

Test Status: (Status) Test Result: .[Result] 23;ﬁ&ogg&dér:i&(:‘ornéiit?hven[lcl::aatg?rgoalt:‘c:lrl‘yhgir;?:;ed 30 days
Location[Location] Collection Site: [Site]

Individual ID Number Location Collection Site Created Status
Jones, John 28721615 District 5 - 3/1/02 Pending
Lavelle, Aaron 37615443 District 5 - 3/1102 Pending
Mitchell, Howard 78571685 District 5 - 3/1/02 Pending
Seimens. Frank 29876715 District 5 5th Street Office 3/1/02 Complete
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From: [Start Date] through [Stop Date)

Tost Status: [Status] Test Result: [Result]

L ] [t ] Collection Site: [Slte]

Officer: [Officor) Test Reason: [Reason]

Total Test Records Restrleved: [Count_of_Tests]

Individual 1D Number Location Officer Test Date Result
Jones, John 28721615 District 5 John Daniels 3/8/02 Postive
Lavelle, Aaron 37615443 District 5 March Banks 3/8/02 Negative
Mitchell, Howard 78571685 District 5 John Daniels 3/10/02 Negative
Seimens, Frank 29876715 District 5 Aaron Fields 3/18/02 Negative
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Test Cancellation Detail [Report Date]
From: [Start Date) through {Stop Date]
Test Result: [Result]
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Cfficer: [Officen] Test Reason: [Reason|

Total retrieved: [Count_of_Records)
Total cancellations: [Total_Cancels]
Percent cancellations: {Pct_Cancel)

Cancellation Reason Percent Tests

Refusal 0.5%
Broken seal 0.7%
Insufficient volume 1.0%
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Location:[Location) Collection Site: [Site]
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Total Records Retrieved: [Count_of_Records)

Graph it!
Drug % False Negative %False Positive
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Amphetamine 0.01% 0.01%
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> Home > Drug Analysis Search Criteria > Positive Rate Analysis

Overall Positive Rate Analyses [Report Date]

From: [Start Date] through [Stop Date)
Test Status: [Status) Test Result: [Resuit)

Location{Location) Coilection Site: [Site]

Paositive Rate for All Drugs: [Overall_Rate]%

Positive Rate by Drug

Drug Positive Rate
Marijuana 5.2%
Amphetamine 21 %

Positive Rate by Case Tyne
Case Type Positive Rate

Case Type 1 1.0%
Case Type 2 2.0%
D
Case Type Drug Positive Rate
Case Type 1  Marijuana 0.2%

Amphetamine 0.1%

Case Type2  Marijuana 0.4%
Amphetamine 0.2%

Test Reason Positive Rate

Random 1.0%

Cause 2.0%

Test Reason Drug Positive Rate
Random Marijuana 0.2%

Amphetamine 0.1%

Cause Marijuana 0.4%
Amphetamine 0.2%
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Total Records Retrieved: [Count_of_Records]
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Sex Positive Rate

Male 5.2%

Female 21 %

Positive R Sex. D

Sex Drug Positive Rate
Male Marijuana 0.2%

Amphetamine 0.1%

Female Marijuana 0.4%
Amphetamine 0.2%

Age Range Positive Rate

18-20 1.0%

20-25 2.0%

25-30 2.0%

Positive Rate by Age of Offender, Drug
Age Range Drug Positive Rate
18-20 Marijuana 0.2%

Amphetamine 0.1%

2025 Marijuana  0.4%
Amphetamine 0.2%

Positi "

Time (yrs) Positive Rate

0.5 1.0%

1 2.0%

2 2.0%

5 1.0%

10 0.5%

Time (yrs) Drug Posltive Rate

0.5 Marijuana 0.2%
Amphetamine 0.1%

1 Marijuana 0.4%

Amphetamine 0.2%
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I Home ] Help l SiteMapI Support ] Referencel Mmeﬁlel Adrmin Log Off IRternational

> Home > Inmate/ Parolee Listing Search Criteira
Please specify the officer, and the district or instution:
Officer Assigned: [ V]
District / Institution: [ \j
Sort by: v

J  Include only currently assigned individuals

Submit I l Reset
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I Home I Help I Site Map[ Support I Reference{ My Profile Admin l Log Off ] exenllrgelrgal;ional

> Home > Inmate / Parolee Listing Search Criteira > Inmate / Parolee Listing
Inmate / Parolee Listing [Report Date)

Location: [Location]

Officer: [Officer]

Showing 1 - 100 of [Total_Persons]

Name ID Number Sex DOB Assigned Case Type Random
Jones, John 28721615 M 8/1/56 2/1/02 [Case_Type] Yes
Lavelle, Aaron 37615443 M 11/22/61 1/3/01 [Case_Type] Nao
Mitchell, Howard 78571685 M 3/9/72 2/2/02 [Case_Type] No

M 5/16/58 12/15/01 [Case_Type] Na

Seimens, Frank 20876715

Figure 66
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SUBSTANCE ABUSE MANAGEMENT SYSTEM
AND METHOD

RELATED APPLICATIONS

[0001] This application claims priority under 35 US.C. §
119(e) to U.S. Provisional Patent Application No.: 60/541,
659 filed Feb. 4, 2004, which application is incorporated
herein by reference.

FIELD OF THE INVENTION

[0002] The present invention relates to the management of
substance abuse programs for persons who are the subject of
a jurisdictional responsibility of a jurisdictional responsible
entity.

BACKGROUND OF THE INVENTION

[0003] Substance abuse has become a problem throughout
society in general but has become a particular problem in the
judicial system where people who are the jurisdictional
responsibility of some jurisdictional entity are required by
law to be monitored and tested. Jurisdictional responsibility
for persons can reside in any type of jurisdictional entity.
One type of jurisdictional entity comprises judicial entities,
e.g., courts, magistrates, etc. Another type of jurisdictional
entity comprises custodial institutions that have custodial
responsibility for persons in their custody, e.g., prison
authorities and/or police. Other jurisdictional entities having
jurisdictional responsibility include parole boards and pro-
bation authorities. The jurisdictional entities can be com-
prised of one or more individuals, e.g., a judge, prison
wardens, parole board members, etc. For example, a person
convicted by a court of law or pending trial held in custody
in correctional institutions must be the subject of a control-
ling substance abuse program in order to control the preva-
lence of substance abuse in the correctional institution. Also
special ‘drugs courts’ have been set up to administer justice
to substance abusers and have the power to hand down
sentences including the requirement for the person to
undergo rehabilitation during which their drug taking habits
must be monitored. Any deviation from the behaviour
decreed by the sentence needs to be detected and can be
appropriately punished. This requires a substance abuse
program for the persons who are the judicial responsibility
of the drugs courts. Further, it can be made the condition of
the parole of a person released from prison or a person put
on probation that they do not subject themselves to sub-
stance abuse. This requires a substance abuse program.

[0004] In the past, some substance abuse programs have
been managed on an ad hoc basis with no central coordi-
nation. Each authority having judicial responsibility for
persons operates their own programs. This leads to incon-
sistency and does not allow the coordination of the programs
or the ability to compare the effectiveness of the programs.
It further does not allow for the clear identification of
substance abuse trends and to enable targeted testing of
persons based on a broader base of substance abuse infor-
mation.

[0005] Another requirement of the substance abuse pro-
grams is the accurate and accountable taking of substance
abuse tests. If a person fails a test, this can have serious legal
repercussions for the person. For example, it can lead to
them having their parole or probation rescinded thus causing
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the person to be incarcerated. The tests are thus required to
have a ‘chain of custody’ associated with them which
includes information associated on the process from the
taking of the test to the analysis of the test to show the
persons responsible for the testing, analysis, and any steps in
between (e.g. storage and carriage) and all required legal
information to prove the validity of the test and the result of
the analysis to a standard sufficient to stand up as evidence
in a court of law.

[0006] Substance abuse tests can comprise two types,
namely, laboratory tests and instant tests. Traditionally sub-
stance abuse tests required the taking of a sample from the
person and the analysis of the sample in a laboratory. The
need for and the use of the recording of the chain of custody
for such tests is well established. Recently, with the progress
in the field of instant substance abuse tests, the use of such
tests has become far more prevalent since they offer the
benefit of an instant result. They are also becoming less
expensive. This is an important factor in a mass substance
abuse program for entities having jurisdictional responsibil-
ity for a large number of persons. Because these test are
instant, the requirement for a full chain of custody record
that will provide information on the circumstances surround-
ing the instant test has not been recognised.

[0007] An aspect of the present invention is to provide an
improved substance abuse system and method, which can
address the deficiencies in the prior art.

SUMMARY OF THE INVENTION

[0008] A first aspect of the present invention provides a
method and system for managing correctional and/or reha-
bilitation programs for substance abuse for a number of
entities having jurisdictional responsibility for persons. The
method comprises receiving correctional and/or rehabilita-
tion data from a plurality of entities having jurisdictional
responsibility for persons, said correctional and/or rehabili-
tation data including information on substance abuse by
persons for which said entities have jurisdictional responsi-
bility; processing the received correctional and/or rehabili-
tation data to aggregate the data and reference the data by
each entity to allow for comparative analysis of the correc-
tional and/or rehabilitation programs; storing the processed
correctional and/or rehabilitation data in a central database;
and managing the correctional and/or rehabilitation pro-
grams dependant upon the processed data.

[0009] Thus in accordance with this aspect of the present
invention, the correctional and/or rehabilitation data from a
plurality of entities can be combined to provide a number of
benefits.

[0010] In one embodiment the correctional and/or reha-
bilitation programs are managed to standardize the programs
for the entities.

[0011] In one embodiment the management of the pro-
gram includes determining what drug to test for and when to
test based on the processing.

[0012] In one embodiment the management of the pro-
gram includes identifying a group of persons and determin-
ing what drug to test for and when to test based on the
processing.

[0013] In one embodiment the processing includes pro-
cessing the storing the received correctional and/or rehabili-
tation data to determine recidivism rates for persons.
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[0014] In one embodiment the management of the pro-
gram includes determining random drug test programs.

[0015] In one embodiment the database stores a test his-
tory for each person, indexed by entity. The test history for
each person can include information on a current entity
having jurisdictional responsibility and any previous entities
having jurisdictional responsibility.

[0016] Inone embodiment the management of the correc-
tional and/or rehabilitation programs includes identifying
the substance to test for and the equipment to use for the test.

[0017] In one embodiment the entities having jurisdic-
tional responsibility are organized in at least one hierarchy,
and the data is stored in the database in a jurisdictional
hierarchical structure. For example, institutions in a county
and within a state can be organised in a hierarchical struc-
ture. Also persons having jurisdictional responsibility can be
arranged hierarchically, e.g., individual prison wardens,
prison wardens responsible for a wing in a prison, and prison
governors responsible for prisons can be arranged hierar-
chically.

[0018] Inone embodiment the management of the correc-
tional and/or rehabilitation programs includes generating
reports on the processed correctional and/or rehabilitation
data.

[0019] Inone embodiment the management of the correc-
tional and/or rehabilitation programs includes performing
statistical analysis on the processed correctional and/or
rehabilitation data.

[0020] The entities can include at least one of: individual
or groups of correctional institutions, individual or groups of
parole authorities, individual or groups of probation authori-
ties, individual or groups of courts, and police. The entities
can also include individuals such as prison wardens prison
governors, and groups of individuals.

[0021] The persons can include at least one of: correc-
tional institution inmates, parolees, remanded persons, pro-
bationers, and detainees.

[0022] Another aspect of the present invention provides a
method and apparatus for forming a chain of custody record
for instant drug tests for persons. Point-of-test information is
obtained at times instant drug tests are taken, the point-of-
test information including information on the circumstances
surrounding the taking of a drug tests. Results of the instant
drug tests are obtained and the point-of-test information is
stored in conjunction with the results to provide a chain of
custody record for the instant drug test for each person.

[0023] Thus this aspect of the present invention provides
ameans by which a chain of custody record can be generated
for an instant test, which will stand the evidential test in a
court of law.

[0024] In one embodiment a biometric measurement is
obtained from each person at the time the instant drug test
is performed, wherein the point-of-test information for each
person includes the biometric information obtained from the
person. This enables the identity of the person who took the
test to be confirmed with centrally stored biometric infor-
mation for the persons. This confirms the validity of the test
and avoids the possibility of persons using other persons to
take the test on their behalf in order to avoid drug abuse
detection.
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[0025] In one embodiment the point-of-test information
for each person includes information on the test equipment,
information on the tester, information on the test environ-
ment, and test location, date and time information.

[0026] In one embodiment image information is obtained
for the test, wherein said information on the test environ-
ment includes the image information for the test. The image
information can comprise an image of the test environment
and can include an image of the test result when this is a
visible result from equipment. For example, the image can
be an image of the tested person in the test environment and
it can include an image of a test ‘stick’ showing the color of
the ‘stick’ to indicate the test result.

[0027] In one embodiment the image information com-
prises a still or motion image of the test equipment showing
the test result and the tested person in the test environment.

[0028] The information on the test environment can
include temperature, humidity; light level, noise level, air
pressure etc. The information on the tester can include
personal details, experience, and physical fitness parameters
such as sight, and hearing.

[0029] Another aspect of the present invention provides
apparatus for recording test information for forming a chain
of custody record for instant drug tests for persons. The
apparatus comprises a camera component for taking still or
motion pictures of the test conditions; a biometric recorder
component for taking a biometric measurement of the tested
persons; an input interface for the input of test information
including test results; a memory for storing the test infor-
mation, the pictures and the biometric measurements as
chain of custody record records; and an output interface for
transmitting the stored information to a remote computer
apparatus for recordal of the chain of custody records.

[0030] Thus this aspect of the present invention provides
a means to facilitate the generation of a chain of custody
record for an instant test in which information on the
circumstances surrounding the test can be recorded by way
of an image, together with the test result and biometric
information to allow for the confirmation of the identity of
the person being tested.

[0031] Another aspect of the present invention provides
apparatus for forming a chain of custody record for instant
drug tests for persons, the apparatus comprising: a camera
component for taking still or motion pictures of the test
conditions at times instant drug tests are taken; a biometric
recorder component for taking biometric measurements of
the tested persons; an input interface for the input of test
information including results of the instant drug tests; and a
storage device for storing the still or motion pictures, the
biometric measurements, and the results to provide a chain
of custody record for the instant drug test for each person.

[0032] Another aspect of the present invention provides a
system and method which uses a flexible object oriented
data model for a correctional and /or rehabilitation program
for substance abuse which allows for the formation and
management of a hierarchical management structure encom-
passing the concept of custodianship.

[0033] In this aspect a database stores substance abuse
data for a plurality of persons. The data comprises substance
abuse results data, data on persons, data on users of the
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system, and data on hierarchical relationships of the users. A
database interface allows the input of data to and the output
of data from the database. The database interface comprises
code structured to operate in accordance with an object
oriented data model in which data is represented as objects.
The objects include substance abuse results objects defining
information on substance abuse results for persons, person
objects defining information on persons, users and/or loca-
tion objects defining information on system users compris-
ing custodians of said persons and/or information on cus-
todial locations of said persons, and organization objects
defining information on at least one hierarchical relationship
of said system users and/or locations of said persons. The at
least one hierarchical relationship defines at least one cus-
todial hierarchy for custodianship of said persons. The
object oriented data model allows for the formation and
management of the at least one hierarchical relationship to
provide for the formation and management of said at least
one custodial hierarchy for said persons.

[0034] In one embodiment, the database interface code is
structured to allow for the independent modification of any
said object.

[0035] In one embodiment, the database interface code is
structured to allow for the formation and management of at
least one further hierarchical relationship defining at least
one jurisdictional hierarchy for jurisdictional responsibility
for said users and said persons. In this embodiment, the
concept of jurisdiction encompasses the responsibility an
entity has not just for offenders, but also for the custodians
responsible for administering custody to the offenders. Such
entities can be for example correctional institutions that have
both inmates and officers within their jurisdictional respon-
sibility, parole boards who have paroled persons and parole
officers within their jurisdiction, drug courts that have
offenders and court officers within their jurisdiction.

[0036] Although the aspects of the invention described
above can be used independently, they can also be used
together in any combination.

[0037] The aspects of the present invention can also be
implemented in a computer system using software. Thus the
present invention encompasses computer program code for
controlling a computer to carry out the methodology
described above. The computer program code can be pro-
vided to a computer on any suitable carrier medium. Such a
medium can be a transient medium, i.e. a signal such as an
electrical, optical, magnetic, acoustic, microwave, RF, or
electromagnetic signal. One such an example is a signal
transmitted over an electronic network such as a computer
network, which can include a global computer network such
as the world wide web and the Internet. Such networks are
adapted to carrying the computer code. The carrier medium
can also be a storage medium such as a magnetic medium
(e.g. a floppy disk, hard disk, or tape), an optical medium
(e.g. a CD ROM or DVD), or a solid-state memory device
such as ROM, EPROM, EEPROM or Flash memory.

BRIEF DESCRIPTION OF THE DRAWINGS

[0038] FIG. 1 is a schematic diagram of a substance abuse
management system in accordance with one embodiment of
the present invention;

[0039] FIG. 2 is a schematic diagram of a device for
acquiring substance abuse test data, information on the
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circumstances surrounding the substance abuse tests, and
biometric measurements of the tested person in accordance
with one embodiment of the present invention;

[0040] FIG. 3 is a diagram illustrating the data model used
in accordance with one embodiment of the present inven-
tion;

[0041] FIG. 4 is a diagram of the Employees table in the
data model of FIG. 3;

[0042] FIG. 5 is a diagram of the Emp_Phone table in the
data model of FIG. 3;

[0043] FIG. 6 is a diagram of the Emp_IDCode_Type
table in the data model of FIG. 3;

[0044] FIG. 7 is a diagram of the Emp_Address table in
the data model of FIG. 3;

[0045] FIG. 8 is a diagram of the Employee_Prefs table in
the data model of FIG. 3;

[0046] FIG. 9 is a diagram of the Emp_IDCodes table in
the data model of FIG. 3;

[0047] FIG. 10 is a diagram of the Ik_Address_Type table
in the data model of FIG. 3;

[0048] FIG. 11 is a diagram of the Ik_Country table in the
data model of FIG. 3;

[0049] FIG. 12 is a diagram of the Emp_Jobs table in the
data model of FIG. 3;

[0050] FIG. 13 is a diagram of the Job_Stats table in the
data model of FIG. 3;

[0051] FIG. 14 is a diagram of the Jobs table in the data
model of FIG. 3;

[0052] FIG. 15 is a diagram of the Client_Prefs table in
the data model of FIG. 3;

[0053] FIG. 16 is a diagram of the Clients table in the data
model of FIG. 3;

[0054] FIG. 17 is a diagram of the TPA_Client_Map table
in the data model of FIG. 3;

[0055] FIG. 18 is a diagram of the Client_Products table
in the data model of FIG. 3;

[0056] FIG. 19 is a diagram of the Products table in the
data model of FIG. 3;

[0057] FIG. 20 is a diagram of the Locations table in the
data model of FIG. 3;

[0058] FIG. 21 is a diagram of the Reports table in the
data model of FIG. 3;

[0059] FIG. 22 is a diagram of the Functions table in the
data model of FIG. 3;

[0060] FIG. 23 is a diagram of the Function_Types table
in the data model of FIG. 3;

[0061] FIG. 24 is a diagram of the Security_Access table
in the data model of FIG. 3;

[0062] FIG.25 is a diagram of the Groups table in the data
model of FIG. 3;

[0063] FIG. 26 is a diagram of the Permissions table in the
data model of FIG. 3;
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[0064] FIG. 27 is a diagram of the User_Groups table in
the data model of FIG. 3;

[0065] FIG. 28 is a diagram of the Users table in the data
model of FIG. 3;

[0066] FIG. 29 is a diagram of the User_Prefs table in the
data model of FIG. 3;

[0067] FIG. 30 is a diagram of the User_Org_Nodes table
in the data model of FIG. 3;

[0068] FIG. 31 is a diagram of the Exam_Review table in
the data model of FIG. 3;

[0069] FIG. 32 is a diagram of the Exams table in the data
model of FIG. 3;

[0070] FIG. 33 is a diagram of the Exam_Params table in
the data model of FIG. 3;

[0071] FIG. 34 is a diagram of the Def Parameters table
in the data model of FIG. 3;

[0072] FIG. 35 is a diagram of the Categories table in the
data model of FIG. 3;

[0073] FIG. 36 is a diagram of the Def Exam_Profiles
table in the data model of FIG. 3;

[0074] FIG. 37 is a diagram of the Def_Exam_Types table
in the data model of FIG. 3;

[0075] FIG. 38 is a diagram of the Random_Pools table in
the data model of FIG. 3;

[0076] FIG. 39 is a diagram of the Org_Nodes table in the
data model of FIG. 3;

[0077] FIG. 40 is a diagram of the Org_Treewalks table in
the data model of FIG. 3;

[0078] FIG. 41 is a diagram of the Org_Trees table in the
data model of FIG. 3;

[0079] FIG. 42 is a diagram of the Org_Unit_Types table
in the data model of FIG. 3;

[0080] FIG. 43 is a diagram of the Org_Units table in the
data model of FIG. 3;

[0081] FIG. 44 is a diagram of the Cron_Params table in
the data model of FIG. 3;

[0082] FIG. 45 is a diagram of the Cron_Jobs table in the
data model of FIG. 3;

[0083] FIG. 46 is a diagram of the Audit table in the data
model of FIG. 3;

[0084] FIG. 47 is a diagram of the Cron_logs table in the
data model of FIG. 3;

[0085] FIG. 48 is a diagram of the Help_Pages table in the
data model of FIG. 3;

[0086] FIG. 49 is a diagram of a screen shot provided by
the system according to one embodiment of the present
invention to allow a user to enter a persons name or ID to
search for substance abuse test results for the person;

[0087] FIG. 50 is a diagram of a screen shot provided by
the system showing the results of the search;

[0088] FIG. 51 is a diagram of a screen shot provided by
the system showing the test results for a person;
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[0089] FIG. 52 is a diagram of a screen shot provided by
the system showing detailed information on a test result;

[0090] FIG. 53 is a diagram of a screen shot provided by
the system allowing a user to enter a test result;

[0091] FIG. 54 is a diagram of a screen shot provided by
the system showing the form for entry of test results;

[0092] FIG. 55 is a diagram of a screen shot provided by
the system allowing a user to select criteria for random tests
to be displayed;

[0093] FIG. 56 is a diagram of a screen shot provided by
the system showing the random test results for the criteria
selected in FIG. 55;

[0094] FIG. 57 is a diagram of a screen shot provided by
the system allowing a user to specify criteria for perfor-
mance reports;

[0095] FIG. 58 is a diagram of a screen shot provided by
the system showing the tests meeting the search criteria
input in FIG. 57,

[0096] FIG. 59 is a diagram of a screen shot provided by
the system showing the statistics regarding the number of
tests performed based on the criteria entered in FIG. 57;

[0097] FIG. 60 is a diagram of a screen shot provided by
the system showing tests cancellation statistics for test
meeting the criteria of FIG. 57;

[0098] FIG. 61 is a diagram of a screen shot provided by
the system showing the percentages of tests where labora-
tory analysis does not confirm the instant test results;

[0099] FIG. 62 is a diagram of a screen shot provided by
the system allowing the user to specify criteria for display-
ing statistical reports related to drug user patterns;

[0100] FIG. 63 is a diagram of a screen shot provided by
the system shows various views of positive rates for drugs;

[0101] FIG. 64 is a diagram of a screen shot provided by
the system showing positive test data for individuals;

[0102] FIG. 65 is a diagram of a screen shot provided by
the system allowing a user to specify search criteria in order
to display a list of inmates/parolees associated to a particular
officer; and

[0103] FIG. 66 is a diagram of a screen shot provided by
the system showing a list of individuals assigned to an
officer based on the search criteria selected in FIG. 65.

DETAILED DESCRIPTION OF SPECIFIC
EMBODIMENTS OF THE PRESENT
INVENTION

[0104] FIG. 1 is a schematic diagram of a system in
accordance with one embodiment of the present invention.
A central drug management system 1 is connected over a
network such as the Internet 2 to a first correctional insti-
tution 3 and a second correctional institution 4.

[0105] The first correctional institution 3 comprises an
institution operating a substance abuse program for persons.
The correctional institution can be any entity having juris-
dictional responsibility for persons, such as a prison or
department of correction comprising a number of prisons or
similar institutions. Thus the institution is not limited to one
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geographical institution and can comprise an aggregated
number of institutions operated by one institutional entity.
The first correctional institution 3 includes a legacy system
32 comprising their own internal system for collecting,
processing and managing substance abuse data to implement
their own substance abuse program. The legacy system 32
comprises a computer system interfaced to a database 30
storing the substance abuse program data. The legacy system
can also include a human resource system for managing
employed persons having jurisdictional responsibility for
the persons being monitored by the substance abuse pro-
gram. These employed persons can comprise prison officers,
parole officers, court officials, and remand officials for
example. The legacy system 32 includes a user interface 31
to allow users of the legacy system to interface with the
system to enter and view data.

[0106] A communications interface 33 is provided to the
central drug management system 1 over the Internet 2 to
upload data into the central drug management system 1 and
also to download data there from. Conveniently the upload-
ing can be performed using known protocols such as File
Transfer Protocol (FTP). The communications over the
Internet 2 are made using known secure means such as using
the Secure Sockets Layer (SSL) Protocol or using other
forms of encryption. For convenience the uploading of data
to the central drug management system 1 can take place at
times when the legacy system 32 is quiescent, e.g., over-
night. The uploaded data can then be assimilated into the
central database 10. This can be achieved by identifying the
parameters that have changed and updating these parameters
in the central database 10.

[0107] The first institution 3 thus keeps its own substance
abuse program data and also uses the central drug manage-
ment system 1 to provide for standardization and compari-
son of substance abuse programs. In this scenario the
direction of data transfer is primarily towards the central
drug management system 1.

[0108] The first institution is provided with a web browser
34 to allow access to information stored on the central drug
management system 1. This allows users at the first insti-
tution 3, e.g., prison officers, to view substance abuse data
available at the central drug management system 1.

[0109] The second institution 4 is provided only with a
web browser 40 to allow users at the second institution
access to substance abuse data stored at the central drug
management system 1. In this scenario, the second institu-
tion 4 does not maintain their own substance abuse data on
their own computer system Instead they utilise the central
drug management system 1 for all their substance abuse
program needs. The web browser 40 enables them to access
web pages enabling substance abuse test data to be entered.
These are processed and can be viewed together with more
global substance abuse information for many institutions to
enable standardisation and comparison. The communication
between the web browser 40 and the central drug manage-
ment system 1 is secured using known secure communica-
tions protocol such as the SSL.

[0110] The central drug management system 1 comprises
a redundant system of two firewalls 134 and 13b connected
to the Internet 2 and two web servers 12a and 12b. The web
servers 12a and 12b are Apache web servers running Perl
scripts and JavaScript and use stored static HTML templates
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144 and 14b and dynamic page generation code 152 and
15b. The Apache servers also use Mason (Trade Mark) to
allow mix of Perl and HTML to be used. Redundant data-
base servers 11a and 11b are provided for accessing data in
a central database 10. The database servers in this embodi-
ment use Microsoft (Trade Mark) SQL Server 2000. An
engineering server 16 is provided to allow for maintenance
etc.

[0111] The central database 10 stores all of the substance
abuse program management data for a number of entities in
a flexible data structure, which allows users to define and
modify the client’s organizational structure. The data struc-
ture will be described in more detail hereinafter.

[0112] The use of a central repository for substance abuse
program data from a plurality of entities enables the global
processing of the substance abuse data to enable the data to
be compared and standardised. Thus substance abuse pro-
grams can be standardized for entities and the results com-
pared. This is important since the effectiveness of rehabili-
tation programs need to be measured to determine their
effectiveness. This can only be done with some degree of
reliability by comparing results between programs. For
example, in the US drug courts are being set up to deal with
persistent drug users. They have the power to hand out
sentences allowing the offender to stay in the community in
return for participating in a drug rehabilitation program,
which includes being regularly monitored to detect recidi-
vism. The effectiveness of these courts needs to be measured
in order to enable the justification of their existence and the
justification of the expense of the rehabilitation programs.

[0113] The generation of a central database of drug test
results for a plurality of entities also allow for the processing
of the data to facilitate the identification of trends in sub-
stance abuse that can transcend entities and can help to
identify a potential trend in the community. This will assist
the entities such as the correctional institutions and drug
court to modify their substance abuse programs to take the
trends into consideration.

[0114] One feature that is important in substance abuse
programs is the establishment of a chain of custody for all
substance abuse tests. The chain of custody is a legal
requirement for substance abuse test data to be admissible in
a court of law. The chain of custody must establish beyond
reasonable doubt that the test was taken by an identified
person. The date and time of the test and the result of the test
must be recorded. Information on the tester and the test that
was performed must be recorded. What processing of the
test sample was performed by a laboratory, by whom and
when must be recorded. Also a secure method of handling
samples must be provided for. Methods for the establish-
ment of the chain of custody for laboratory-generated results
exist. All this data is recorded in the central database.

[0115] In this embodiment of the present invention a
method of establishing a chain of custody for instant test
results is provided. Instant test results are becoming more
prevalent due to the advancement of science in the field
which has resulted in more reliable instant test products
being available and at a lower cost. Instant test thus have the
advantage of simplifying the testing procedure in a sub-
stance abuse program. The results are available immediately
often at a lower cost than laboratory tests. This immediacy
avoids the cost of sample gathering and secure transporta-
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tion to comply with the chain of custody requirements. Also
the need for the gathering of additional data associated with
laboratory tests such as identifying the tester, the time of the
test, the test process, etc. is avoided. Of course, as a backup
to support a positive instant test, a laboratory test can be
performed to confirm the result. However since this is only
performed for positive instant tests, the additional burden is
low.

[0116] Instant tests often take the form of products such as
test sticks that require a saliva or urine sample from the
patient. These are non-invasive tests. Blood may also be
used in instant test but this does require a phlebotomist to be
present. The chain of custody requirement requires that the
test results be recorded in a manner that is beyond reason-
able doubt. In this embodiment, information on the circum-
stance surrounding the test result is recorded in addition to
the test result. The test result can simply be the entering of
a reading from a piece of reading equipment e.g. reading the
color of a test stick. In order to avoid the need to store the
test product in case the result is later contested and since in
many cases the test product is not stable enough to store for
any period of time, an image of the test result product can
be recorded. Also or alternatively an image can be taken of
the environment during the test. For example, the image can
be of the person subject to the test in the test surroundings
e.g. the test room. Further, other test environment informa-
tion can be recorded manually or automatically such as
temperature, humidity, air pressure, noise level, ambient
light conditions, persons present during test other circum-
stantial information surrounding the test such as person’s
behaviour or medical condition. This information is all
stored with the test result to for the chain of custody record.

[0117] In this embodiment another problem in the prior art
is addressed. When a person is required to give a test, they
can sometimes try to get someone else to take the test for
them in order to avoid substance abuse detection. Thus in
this embodiment of the present invention a biometric mea-
surement of the person taking the test is taken at the time of
the test and this is stored with the test data as part of the
chain of custody data. It can later be compared with bio-
metric data stored in the central database to confirm the
validity of the test. This further enhances the standing of the
chain of custody for the test.

[0118] FIG. 2 is a diagram of a portable device for use
during a substance abuse test to record test circumstance
information and biometric information for the chain of
custody data. The device 5 can be in the form of a personal
digital assistant (PDA) with a user input region 52 for the
input of test result information by the tester. A region 51 is
provided for placement of a finger of the person being tested
to obtain a biometric measurement in the form of a finger-
print. A camera lens 50 is provided for the taking of images
(either still or motion) of the test surroundings, the person
being tested and/or the test product. All of the information
entered is stored in memory within the device 5. The device
is also provided with an interface 53 for interfacing with a
computer to upload the information. The computer can
comprise any conventional computer used by an institution
and connected to the central drug management system 1
over the Internet 2. The interface can comprise any conven-
tional wire or wireless interface for communication to the
computer.
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[0119] The structure of the data in the central database 10
will now be described with reference to FIGS. 3 to 48.

[0120] The data model is structured in an object-oriented
manner although the data stored in the central database 10
can be stored as a relational database comprising related
tables. The object oriented data model is implemented by the
application running on the web servers 12 and 125 to allow
for the independent modification of objects in the data
model. Thus the application logic operates in accordance
with the data model to generate SQL queries to the database
servers 11a and 115 for the creation of and accessing of the
data in the central database 10.

[0121] The class of objects created in the data model
include:

[0122] i) Employees defines data on persons who are
the subject of the substance abuse tests. Such people
can include prisoners, detainees, probationers, parol-
ees, etc. The definition allows a user to define the
name to be given to the person in the central database
10. For example, a user may wish to define such
people as customers or clients for example.

[0123] ii) Exams defines data on the substance abuse
test results for tests performed on the persons.

[0124] iii) Clients defines data on entities implement-
ing substance abuse programs who wish to benefit
from the centralized processing of the substance
abuse data. The entities can comprise institutions,
drug courts, parole boards, probation boards or an
authority responsible for any of these.

[0125] iv) Users defines data on users of the system.
Such users are associated with Clients.

[0126] v) Products defines data on the different com-
ponents or modules of the system to which Clients
can gain access.

[0127] wvi) Jobs defines data on batches of substance
abuse test results that are to be processed together.

[0128] vii) Locations defines data on the locations of
Clients.

[0129] wviii) Reports defines data on reports to be
generated.

[0130] FIG. 3 illustrates the relationship of the tables in
the data model. FIGS. 4 to 48 illustrate the tables individu-
ally in detail.

[0131] The Employees table illustrated in FIG. 4 stores
data on the persons (termed ‘employees’) subject to the
substance abuse tests including an ID for the person, name,
sex, date of birth, race, and nationality. For the embodiment
described with reference to FIG. 2, this table can also store
biometric information of the person or a link to a storage
location for the biometric information. The table also
includes links to other tables to include information on the
location of the person, the organisation unit, name, type and
ID, and a client ID. Creation and modification data is also
stored in the table. Thus a table record is kept for each
person.

[0132] FIG. 5 illustrates the Emp_Phone table, which is
linked to the Employees table and contains telephone num-
ber information for persons.
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[0133] FIG. 6 illustrates the table Emp_IDCode_Types
table, which contains data linked to clients describing the
types of codes used by Clients to identify Employees.

[0134] FIG. 7 illustrates the Emp_Address table, which
stores address information for the employees (i.c. persons).
The address types can be work, home, and other addresses
of the employees and these types are defined in the 1k_Ad-
dress_Type table.

[0135] FIG. 8 illustrates the Employee_Prefs table, which
stores preference information for each employee.

[0136] FIG. 9 illustrates the Emp_IDCodes table, which
stores different identifiers for each employee for each client.
This is necessary where an employee i.e. a person subject to
substance abuse testing has a substance abuse test history for
a number of entities. Each entity can use its own identifi-
cation code for the persons for which they have jurisdiction
responsibility. These different identification codes must be
linked together to enable the aggregation of the substance
abuse history for the person.

[0137] FIG. 10 illustrates the lk_Address_Type table,
which stores information on employee address types e.g.
home, work, relatives, etc.

[0138] FIG. 11 illustrates the lk_Country table, which
contains information on the countries for the employees’
addresses.

[0139] FIG. 12 illustrates the Emp_Jobs table, which
stores current and historical information on assignments for
each employee. An assignment includes the type of assign-
ment represented as well as the start and end dates and
position in the client’s organisation hierarchy to which the
employee is assigned.

[0140] FIG. 13 illustrates the Job_Stats table, which stores
statistical records about a particular job.

[0141] FIG. 14 illustrates the Jobs table, which stores
information about batches of substance abuse test results i.e.
exams, which comprise a job for clients.

[0142] FIG. 15 illustrates the Client Prefs table, which
stores customer specific data used by the Central Drug
Management System 1. For example the data can include
specific logo information to be inserted in the web page user
interface, welcome screen text and what to call “employees”
e.g. inmates, prisoners, or clients.

[0143] FIG. 16 illustrates the Clients table, which stores
main details for entities wishing to utilise the Central Drug
Management System 1. The clients can comprise individual
institutions, parole boards, probation authorities, or drug
courts, or they can comprise authorities responsible for any
number or combination of these.

[0144] FIG. 17 illustrates the TPA_Client Map table,
which is used to map data between legacy data systems and
the central database of the Central Drug Management Sys-
tem 1.

[0145] FIG. 18 illustrates the Client Products table,
which links clients to products.

[0146] FIG. 19 illustrates the Products table, which pro-
vides information on the components or modules available
in the Central Drug Management System.
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[0147] FIG. 20 illustrates the Locations table, which pro-
vides information on geographic locations at which clients
are located. The table contains the ID code for the client at
the location, the type of location, the description of the
location, a location code, and geographic information on the
location. Where a client comprises an authority for which
there are a number of institutions, a client will have asso-
ciated with it a number of location codes.

[0148] FIG. 21 illustrates the Reports table, which con-
tains information on reports that are required to be generated
for clients. The table contains a report title, a URL for the
report to enable the client to retrieve the report, a report
description, a link to the ID of the client, a link to the
function table for the report, and an indication of the active
dates for the report.

[0149] FIG. 22 illustrates the Functions table, which con-
tains product ID to link to a particular product, and a
function type ID. This table holds records that define the
functionality of the website or provide links to other web-
sites.

[0150] FIG. 23 illustrates the Function_Types table,
which stores information on the types of functions that
appear on the website as tabs on the homepage.

[0151] FIG. 24 illustrates the Security_Access table,
which contains details defining which security groups have
access to which functions.

[0152] FIG. 25 illustrates the Groups table, which iden-
tifies groups of users to provide for security access restric-
tions.

[0153] FIG. 26 illustrates the Permissions table, which
stores different types of permissions that are used to control
security access.

[0154] FIG. 27 illustrates the User_Groups table, which
contains data identifying which users belong to which
group. This table links the Groups table with the Users table.

[0155] FIG. 28 illustrates the Users table, which stores
information about users of the Central Drug Management
System 1. The table contains information on the user and
links to the client to which the user is related. Users can for
example be prison officers, parole board members, or offic-
ers of the court.

[0156] FIG. 29 illustrates the User_Prefs table, which
stores preference information for users of the Central Drug
Management System 1. The User_Prefs table is linked to the
Users table.

[0157] FIG. 30 illustrates the User_Org_Nodes table,
which defines a top node in the client’s organisation tree to
which a particular user has access. The table thus stores the
ID of the top node together with the ID of the user.

[0158] FIG. 31 illustrates the Exam_Review table, which
stores comments and notes relating to a particular exam. The
notes and comments are made by a reviewer who is iden-
tified by a review code.

[0159] FIG. 32 illustrates the Exams table, which stores
the basic information about an exam i.. a substance abuse
test result, including who it was for, when it was performed,
for what reason, at what location, the result, and the exam
type. In the embodiment described with reference to FIG. 2,
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the Exams table can also store information obtained sur-
rounding the taking of the instant test. The data can either be
stored directly in the database, or links to image files can be
stored in the database and the image files can be stored
elsewhere. The test results can comprise two types: labora-
tory tests and instant tests. The reason for the test can be a
random test, a voluntary test, a for cause test (when the
authorities have a reason to take a test) or a retest.

[0160] FIG. 33 illustrates the Exam_Params table, which
stores the values of the different parameters for a particular
exam.

[0161] FIG. 34 illustrates the Def Parameters table,
which stores the individual parameters of various categories
that make up the details of an Exam.

[0162] FIG. 35 illustrates the Categories table which
stores information on the categories of parameters used in
conjunction with the different Exam types.

[0163] FIG. 36 illustrates the Def Exam_Profiles table,
which stores definitions of which parameters are part of each
Exam type.

[0164] FIG. 37 illustrates the Def Exam_Types table,
which identifies the different types of Exams.

[0165] FIG. 38 illustrates the Random_Pools table, which
identifies the top nodes in the client’s organisation tree that
are used to form pools of employees from which random
draws are selected.

[0166] FIG. 39 illustrates the Org_Nodes table, which
defines the individual nodes in a client’s hierarchical organi-
sation.

[0167] FIG. 40 illustrates the Org_Treewalks table, which
holds the relationships between nodes in the client’s hier-
archical organisation.

[0168] FIG. 41 illustrates the Org_Trees table, which
contains the basic details of the client’s organisational
structure.

[0169] FIG. 42 illustrates the Org_Unit_Types table,
which holds information on the different types of organisa-
tional units used by clients.

[0170] FIG. 43 illustrates the Org_Units table, which
stores the details of the particular organisational units that
make up each client’s organisational structure.

[0171] FIG. 44 illustrates the Cron_Params table, which
stores parameters for backend system tasks.

[0172] FIG. 45 illustrates the Cron_Jobs table, which
holds details of system tasks that run behind the scenes.

[0173] FIG. 46 illustrates the Audit table, which maintains
information regarding changes in the database.

[0174] FIG. 47 illustrates the Cron_Logs table, which
stores the results log files of backend system tasks for
reporting to users.

[0175] FIG. 48 illustrates the Help_Pages tables, which
stores context sensitive help pages for the users.

[0176] 1t can be seen from FIGS. 3 to 48 that the param-
eters are stored in the database in tables defining the object
structures. The data is thus organised as objects. The hier-
archical organisation of the clients is modelled in the data
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structure. The use of the object model provides for a flexible
data structure that can be amended and updated to adapt to
changes in the organisational structure of the clients. The
organisational structures that are modelled in the data model
are the jurisdictional and custodial structure. An entity
having jurisdictional responsibility can be jurisdictionally
responsible for administration and for physical locations.
The administration encompasses a number of officials who
have custodial responsibility for persons. Such officials can
comprise prison officers, parole board members, or court
officials for example. The persons can comprise inmates,
parolees, or probationers for example. The officials form an
administrative hierarchy in which officials at different levels
of the hierarchy have different levels of responsibility and
therefore different levels of security access to information
and functions in the central drugs management system 1.
The system thus has to map security to each user, where the
users comprise the officials. The physical locations comprise
the locations under the jurisdiction of the entities and
include locations at which the persons are detained e.g.
institutions including prisons, detention centres, police cells
etc. The locations information is hierarchically organised.
For example a location can comprise an institution, broken
down into wings. Each wing is broken down into individual
rooms. Each room is broken down into individual beds in the
room. At each location persons are mapped to the location.
Also the officials having custodial responsibility are mapped
to the physical location so that the officials become part of
two hierarchical structures, one being administrative to
show personnel custodial responsibility and the other being
location to show location custodial responsibility. The data-
base thus allows the mapping between these structures and
the object oriented data model provides the flexibility to
allow for the modification of the hierarchical structures. The
access control security built into the data model allows users
to carry out certain modifications as defined in the data
model. The modifications can be to the data parameters and
even to the hierarchical structures for hierarchical levels
beneath them which they are allowed to control. Users are
permitted to manage the hierarchy, the content of the data-
base i.e. the parameters, security for security levels below
their own, substance abuse programs, and report generation
as will be described in more detail herein after.

[0177] Clients have their own hierarchical structures.
Users of the system are assigned nodes in the hierarchical
system. Persons (employees) are also assigned to nodes in
the hierarchical structures. Users will have access to all
employees that are assigned to nodes that fall under their
nodes in the organisational structures. This relates all of the
persons for whom the users have custodial responsibility.

[0178] In one embodiment, institutions have a five-level
organizational structure. Users in the Commissioner’s Office
will be assigned to the root of the tree, and will have access
to all Employee (prisoner) data. The first level down in the
hierarchy is the Institution. Users in the Warden’s Office of
each Institution will be assigned to the appropriate node at
this level of the tree. Below this level, the levels describe the
location in the facility that each prisoner inhabits. Employ-
ees will most likely be assigned to the “Wing” level. The
level structure is thus:
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[0179] Root
[0180]
[0181] Unit
[0182] Area
[0183]

Institution

Wing

[0184] In this embodiment, a Probation and Parole system
has a four-level organizational structure. The Users in the
General Manager’s office will be assigned to the root node
of the tree. The first level down is the District. Users in the
General Supervisors’ offices will be assigned to the appro-
priate nodes in this level of the org tree. One level below that
will be the Probation Offices. Users that are Office Super-
visors will be assigned to this level. The lowest level is the
Parole Officers themselves. Officer Users will be assigned to
their own node, and all Parolees will be assigned to their
appropriate Officer node. The level structure is thus:

[0185] Root

[0186] District
[0187] Office
[0188] Officer

[0189] Inthis embodiment, an Administrative Office of the
Courts (AOC) system has a four level hierarchy which is
primarily for reporting purposes rather than a permissions
structure. The AOC managers will have access to the entire
tree, while individual case workers and judges will only
have access to their courts or counties. The counties list is
divided into a two-level structure by letter. The first level of
the hierarchy is the first letter of the counties represented; the
next level is the counties themselves. Finally, the individual
drug courts appear under the county they are a part of. The
level structure is thus:

[0190] Root

[0191] Counties (A-Z)
[0192] County
[0193] Court

[0194] The data model provides for the management and
tracking of persons through a number of custodial environ-
ments. The data model also provides for the management
and tracking of officials at different custodial environments.
Each entity such as an authority or institution can have
disparate systems but with communication to the central
drug management system 1, the data is aggregated and
processed to allow for the comparison of the effectiveness of
substance abuse programs, the comparison of the results of
substance abuse programs for entities, and the standardisa-
tion of substance abuse programs for different entities.

[0195] The database can centralise the substance abuse
data for authorities at any level e.g. county, state, or country
and it allows for the comparison on substance abuse pro-
grams at any level of the hierarchical tree of jurisdictional
responsibility.

[0196] The database can include not just data on the
outcome of tests, but also data on the effect of failure of the
test e.g. the penalty to be applied to the person.
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[0197] The database includes tables used in the generation
of a random testing program as a part of the substance abuse
program. The application running on the web servers 12a
and 12b can use the data to implement an algorithm to
determine a random test program for the persons that are the
jurisdictional responsibility of an entity. The algorithm will
automatically select persons for testing. The algorithm can
also process the previous results to identify substances to
test for based on abuse detection rates for the substances.
The algorithm can also select the product to be used for the
test program. The randomness of the program can be
weighted based on previous results to take into account
abuse detection history for locations or for groups of indi-
viduals for example. The algorithm can also set regular
testing programs by taking the abuse detection history into
account.

[0198] The reports table in the data model enables reports
on the data in the central database 10 to be generated in a
tailored fashion. Users are able to define the reports that they
require. The reports can comprise individual reports for
individuals together with reports on processed results for
one or any number of entities. Thus reports on the drug
histories for individuals can be produced. For a group of
individuals statistical results can be provided showing the
number of positive and negative results. The data can be
processed for groups of persons based on demographics,
location, jurisdictional entity, drug or drug type. The reports
can provide information on trends for drugs, products used
for testing, demographics, location, or jurisdictional entity
for example. The reports can show the statistics which
facilitates the management of substance abuse programs.
The reports enable the cost and effectiveness of programs to
be reviewed and compared. For example the costs of tests
are recorded and this in conjunction with detection rates can
be an indicator of the effectiveness of the program. Of
course, the data has to be treated carefully since other factors
such as a global increase in substance abuse could account
for an increased detection rate. The centralised system
enables the formation of standardised substance abuse pro-
grams for a number of entities having jurisdictional respon-
sibility. Thus institutions of different types can adopt the
same standard program based on the centralised manage-
ment system. The reports also enable recidivism rates for
individuals, groups of individuals, locations, institutions and
a number of entities or institutions to be viewed as a further
indicator of the effectiveness of a substance abuse program
and to compare the effectiveness of individual substance
abuse programs.

[0199] Users of the central drug management system 1
interface with the system using a web browser to view web
pages. These pages are either static pages, such as the initial
login page, or dynamically generated pages which are
dynamically generated by the applications in the web servers
124 and 12b using data in the central database 10. The Pages
are dynamically generated to include the required data and
to be tailored to the user’s requirement using user preference
data. For example, an institution may want their logo to
appear on the web page and they may wish to call their
inmates ‘clients’. This information is stored in the tables in
the central database 10 and used by the applications to
personalise the web pages.

[0200] FIG. 49 illustrates an example home page for a
user and is a launching point for all functions and reports.
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The user can enter an inmate code, which in this example
comprises one of a number of institution specific codes
termed SSN, SPN, or PN. Alternatively a user can enter the
inmate’s last name to search for test results for them. A user
can also select to view an individual test history for an
inmate, a test performance report, a random test schedule, a
drug analysis report, or a district/officer assignments report.

[0201] FIG. 50 illustrates the web page for a user selection
for the input search surname Jones in FIG. 49. There are
‘name’ links provided to the web page of FIG. 51. The page
shows information on two persons to allow a user to select
the name link for the desired person. A ‘New Test’ link is
provided for each person to allow a user to select to enter
new test data for a person by going to the page illustrated in
FIG. 53. Also a user can use the search field at the bottom
of the page to perform the same search as for FIG. 49 again.
If a user cannot find a person, they can select the ‘I wish to
enter a test and manually record information about the
individual® link to take them straight to the page illustrated
in FIG. 53.

[0202] FIG. 51 illustrates all recorded tests for an indi-
vidual and where/when that test was performed. Scheduled
random tests not yet performed are highlighted. Non-nega-
tive or positive test results are also highlighted. If a particu-
lar test is completed, the ‘Test Date’ link will point to the
page of FIG. 52 and displays data about their test. If the test
is a scheduled random that has not yet been performed, the
link points to the page of FIG. 54, with the name and
random test information already filled in. The ‘New Test’
link points to the page of FIG. 53 and allows the user to
create a new test for this individual.

[0203] FIG. 52 illustrates detailed information about the
drug test performed. The user cannot edit this information.

[0204] FIG. 53 illustrates the first step in recording a drug
test. The user selects the analysis method and collection site
for the test. The ‘Analysis Method’ dropdown displays the
various analysis methods available (5-panel lab, instant,
etc). The ‘Collection Site” dropdown displays the available
collection sites; this list is limited to the district/institution
associated with the user. The ‘Submit’ button takes the user
to the page of FIG. 54.

[0205] FIG. 54 illustrates the main form used for record-
ing test information. If this page is the result of clicking
‘New Test” associated with an individual, the donor infor-
mation will already be filled out. The district/institution
information is automatically assigned based on the user’s
profile. The drugs and results input boxes appear only if the
analysis method selected in the page of FIG. 53 is an instant
test method. The ‘Submit’ button records the test and dis-
plays the page of FIG. 52 with the recorded data. The input
fields are:

[0206] Donor ID: PN, SPN, SSN of the donor

[0207] ID Type: Indicates whether the number is a
PN, SPN, or SSN.

[0208] First Name, MI, Last Name: First name,
middle initial and last name of donor.

[0209] Sex, DOB: Sex and date of birth of donor

[0210] Collector: Name of individual performing col-
lection.
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[0211] Specimen ID: Lab or instant kit specimen ID
for sample.

[0212] Results Review: The analysis method (panel
and method) used for the test.

[0213] Reason for Test: Random or Cause
[0214] Test to be Performed:

[0215] TLocation: The actual collection site, selected
from available locations associated with user’s insti-

tution/district
[0216] Phone: Phone number of collection site
[0217] Fax: Fax number of collection site
[0218] Email: email address for collector
[0219] Specimen temp . . . : Check box to indicate

specimen temperature was in acceptable range

[0220] Specimen collection: Type of UDS specimen
collected; Single or Split

[0221] Observed: Check box to indicate if test was
observed

[0222] Collection Date: Date the sample was col-
lected

[0223] Collection Time: Time the sample was col-
lected (military format)

[0224] Laboratory: Laboratory analyzing sample

[0225] Test Status: Status of test—Pending, Com-
plete or Not Performed

[0226] Drug/Result: Fields to allow recording of spe-
cific drug results for instant tests only

[0227] FIG. 55 illustrates the search screen, which allows
the user to specify criteria for random tests to be displayed.
The ‘Submit’ button displays the page of FIG. 56, using the
criteria specified by the user. The ‘See all outstanding . . .’
link points to the page of FIG. 56, showing all tests with a
‘Pending” status in the user’s district/institution; the user
does not have to complete the fields below.

[0228] FIG. 56 illustrates a page showing all the random
tests meeting the user-specified criteria. If the test status is
‘Complete’ or ‘Not Performed’, the ‘Individual’ link points
to the page of FIG. 52 for the test detail. If the test status is
‘Pending’, the link points to the page of FIG. 54, with
predefined test information to allow the user to record test
information.

[0229] FIG. 57 illustrates a page showing a search screen
allowing the user to specify criteria for performance reports.
The locations, collections sites, and officers available in the
dropdowns will depend on the user’s account. Any or all of
the input fields may be changed. This allows the same search
screen and reports to display reports for the whole state, a
district or institution, a collection site, or even an officer. The
‘Submit’ button can take the user to four different screens,
depending on what’s selected in the ‘Report to View’
dropdown. ‘Performed Test Summary’ points to the page
illustrated in FIG. 58; ‘Performance Analysis’ points to the
page illustrated in FIG. 59; ‘Cancellation Detail® points to
the page illustrated in FIG. 60; and ‘Instant/Laboratory Test
Comparison’ points to the page illustrated in FIG. 61.
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[0230] FIG. 58 illustrates a page showing a list of all tests
meeting the search criteria from the page illustrated in FIG.
57. The ‘Individual’ link points to the page illustrated in
FIG. 52 which shows the test detail record for the selected
test.

[0231] FIG. 59 illustrates a page showing summary sta-
tistics regarding the number of tests performed based on
criteria specified in the page illustrated in FIG. 57.

[0232] FIG. 60 illustrates a page showing summary can-
cellation statistics for tests meeting the criteria specified in
the page illustrated in FIG. 57.

[0233] FIG. 61 illustrates a page showing the percentages
of tests (per drug) where laboratory analysis does not
confirm the instant test results. A ‘False Negative occurs
when an instant test shows negative but the lab shows
positive. A ‘False Positive’ occurs when an instant test
shows non-negative, but the lab shows negative. The ‘Graph
it!” link displays a bar chart of the data displayed.

[0234] FIG. 62 illustrates a page, which allows the user to
specify criteria for displaying statistical reports related to
drug user patterns. The ‘Submit’ button takes the user to one
of two screens, depending on the ‘Report to View’ selected:
‘Positive Rate Analysis’ points to the page illustrated in
FIG. 63, while ‘Drug Use Analysis’ points to the page
illustrated in FIG. 64.

[0235] FIG. 63 illustrates a page showing a report, which
is actually several reports presents on a single page, showing
various views of positive rates. The section headers are links
to bar or pie graphs of the data shown.

[0236] FIG. 64 illustrates a page showing a report, which
is actually comprised of several reports presented on the
same page, showing various views of data showing positive
test data related to individuals. The section headers are links
to bar or pie graphs of the data shown.

[0237] FIG. 65 illustrates a page that allows the user to
specify search criteria in order to display a list of inmates/
parolees associated to a particular officer. If the ‘Include
only currently assigned individuals’ check-box is selected,
only current assignments are shown. Otherwise the search
will return all individuals ever assigned to the officer speci-
fied.

[0238] FIG. 66 illustrates a page showing a list of all
individuals assigned to an officer, based on criteria specified
in the page illustrated in FIG. 65. The ‘Random’ field is
highlighted if the individual has a pending random test. The
‘Name’ link points to the page illustrated in FIG. 51, which
displays the test history for the specified individual.

[0239] Thus the interface provided to the central drug
management system 1 allows a user to access various reports
as well as manipulate the organisational structure of the
client.

[0240] Although the present invention has been described
with reference to specific embodiment, it will be apparent to
a skilled person in the art that modifications lie within the
spirit and scope of the present invention.
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What is claimed is:

1. A method of managing correctional and/or rehabilita-
tion programs for substance abuse for a number of entities
having jurisdictional responsibility for persons, the method
comprising:

receiving correctional and/or rehabilitation data from a
plurality of entities having jurisdictional responsibility
for persons, said correctional and/or rehabilitation data
including information on substance abuse by persons
for which said entities have jurisdictional responsibil-
ity;

processing the received correctional and/or rehabilitation
data to aggregate the data and reference the data by
each entity to allow for comparative analysis of the
correctional and/or rehabilitation programs;

storing the processed correctional and/or rehabilitation
data in a central database; and

managing the correctional and/or rehabilitation programs

dependant upon the processed data.

2. A method according to claim 1, wherein the correc-
tional and/or rehabilitation programs are managed to stan-
dardise the programs for the entities.

3. A method according to claim 1, wherein the manage-
ment of the program includes determining what drug to test
for and when to test based on the processing.

4. A method according to claim 1, wherein the manage-
ment of the program includes identifying a group of persons
and determining what drug to test for and when to test based
on the processing.

5. A method according to claim 1, wherein the manage-
ment of the program includes identifying a group of persons
to test based on the processing.

6. A method according to claim 1, wherein the processing
includes processing the received correctional and/or reha-
bilitation data to determine recidivism rates for persons.

7. A method according to claim 1, wherein the manage-
ment of the program includes determining random drug test
programs.

8. A method according to claim 1, wherein the database
stores a test history for each person, indexed by entity.

9. A method according to claim 8, wherein said test
history for each person includes information on current
entity having jurisdictional responsibility and any previous
entities having jurisdictional responsibility.

10. A method according to claim 1, wherein the manage-
ment of the correctional and/or rehabilitation programs
includes identifying the substance to test for and the equip-
ment to use for the test.

11. A method according to claim 1, wherein the entities
having jurisdictional responsibility are organised in at least
one hierarchy and the data is stored in the database in a
jurisdictional hierarchical structure.

12. A method according to claim 1, wherein the manage-
ment of the correctional and/or rehabilitation programs
includes generating reports on the processed correctional
and/or rehabilitation data.

13. A method according to claim 1, wherein the manage-
ment of the correctional and/or rehabilitation programs
includes performing statistical analysis on the processed
correctional and/or rehabilitation data.

14. A method according to claim 1, wherein said entities
include at least one of: individual or groups of correctional
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institutions, individual or groups of parole authorities, indi-
vidual or groups of probation authorities, individual or
groups of courts, and police.

15. A method according to claim 1, wherein said persons
include at least one of: correctional institution inmates,
parolees, remanded persons, probationers, and detainees.

16. Apparatus for managing correctional and/or rehabili-
tation programs for substance abuse for a number of entities
having jurisdictional responsibility for persons, the appara-
tus comprising:

receiving means for correctional and/or rehabilitation data
from a plurality of entities having jurisdictional respon-
sibility for persons, said correctional and/or rehabilita-
tion data including information on substance abuse by
persons for which said entities have jurisdictional
responsibility;

processing means for processing the received correctional
and/or rehabilitation data to aggregate the data and
reference the data by each entity to allow for compara-
tive analysis of the correctional and/or rehabilitation
programs;

a storage arrangement for storing the processed correc-
tional and/or rehabilitation data in a central database;
and

management means to manage the correctional and/or
rehabilitation programs dependant upon the processed
data.

17. Apparatus according to claim 16, wherein the man-
agement means determines standard correctional and/or
rehabilitation programs for the entities.

18. Apparatus according to claim 16, wherein the man-
agement means includes means for determining what drug to
test for and when to test based on the processing.

19. Apparatus according to claim 16, wherein the man-
agement means includes means for identifying a group of
persons and determining what drug to test for and when to
test based on the processing.

20. Apparatus according to claim 16, wherein the man-
agement means includes means for identifying a group of
clients to test based on the processing.

21. Apparatus according to claim 16, wherein the pro-
cessing means includes means for processing the storing the
received correctional and/or rehabilitation data to determine
recidivism rates for persons.

22. Apparatus according to claim 16, wherein the man-
agement means includes means for determining random
drug test programs.

23. Apparatus according to claim 16, wherein the database
stores a test history for each person, indexed by entity.

24. Apparatus according to claim 23, wherein said test
history for each person includes information on current
entity having jurisdictional responsibility and any previous
entities having jurisdictional responsibility.

25. Apparatus according to claim 16, wherein the man-
agement means includes means for identifying the substance
to test for and the equipment to use for the test.

26. Apparatus according to claim 16, wherein the entities
having jurisdictional responsibility are organised in at least
one hierarchy and the data is stored in the database in a
jurisdictional hierarchical structure.
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27. Apparatus according to claim 16, wherein the man-
agement means includes means for generating reports on the
processed correctional and/or rehabilitation data.

28. Apparatus according to claim 16, wherein the man-
agement means includes means for performing statistical
analysis on the processed correctional and/or rehabilitation
data.

29. Apparatus according to claim 16, wherein said entities
include at least one of: individual or groups of correctional
institutions, individual or groups of parole authorities, indi-
vidual or groups of probation authorities, individual or
groups of courts, and police.

30. Apparatus according to claim 16, wherein said persons
include at least one of: correctional institution inmates,
parolees, remanded persons, probationers, and detainees.

31. A method of forming a chain of custody record for
instant drug tests for persons, the method comprising:

obtaining point-of-test information at times instant drug
tests are taken, the point-of-test information including
information on the circumstances surrounding the tak-
ing of a drug test;

obtaining results of the instant drug tests; and

storing the point-of-test information in conjunction with
the results to provide a chain of custody record for the
instant drug test for each person.

32. A method according to claim 31, including obtaining
a biometric measurement from each person at the time the
instant drug test is performed, wherein the point-of-test
information for each person includes the biometric informa-
tion obtained from the person.

33. A method according to claim 31, wherein the point-
of-test information for each person includes information on
the test equipment, information on the tester, information on
the test environment, and test location, date and time infor-
mation.

34. A method according to claim 33, including obtaining
a biometric measurement from each person at the time the
instant drug test is performed, wherein the point-of-test
information for each person includes the biometric informa-
tion obtained from the person.

35. A method according to claim 33, including obtaining
image information for the test, wherein said information on
the test environment includes the image information for the
test.

36. A method according to claim 35, wherein the image
information comprises a still or motion image of the test
equipment showing the test result and the tested person in
the test environment.

37. A method according to claim 34, including obtaining
image information for the test, wherein said information on
the test environment includes the image information for the
test.

38. A method according to claim 37, wherein the image
information comprises a still or motion image of the test
equipment showing the test result and the tested person in
the test environment.

39. Apparatus for forming a chain of custody record for
instant drug tests for persons, the apparatus comprising:

means for receiving point-of-test information at times
instant drug tests are taken, the point-of-test informa-
tion including information on the circumstances sur-
rounding the taking of a drug test;
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means for receiving results of the instant drug tests; and

storage means for storing the point-of-test information in
conjunction with the results to provide a chain of
custody record for the instant drug test for each person.

40. Apparatus according to claim 39, including means for
receiving a biometric measurement from each person at the
time the instant drug test is performed, wherein the point-
of-test information for each person includes the biometric
information obtained from the person.

41. Apparatus according to claim 39, wherein the point-
of-test information for each person includes information on
the test equipment, information on the tester, information on
the test environment, and test location, date and time infor-
mation.

42. Apparatus according to claim 41, including means for
receiving a biometric measurement from each person at the
time the instant drug test is performed, wherein the point-
of-test information for each person includes the biometric
information obtained from the person.

43. Apparatus according to claim 41, including means for
receiving image information for the test, wherein said infor-
mation on the test environment includes the image informa-
tion for the test.

44. Apparatus according to claim 43, wherein the image
information comprises a still or motion image of the test
equipment showing the test result and the tested person in
the test environment.

45. Apparatus according to claim 42, including means for
receiving image information for the test, wherein said infor-
mation on the test environment includes the image informa-
tion for the test.

46. Apparatus according to claim 45, wherein the image
information comprises a still or motion image of the test
equipment showing the test result and the tested person in
the test environment.

47. A method of forming a chain of custody record for
instant drug tests for persons, the method comprising:

recording test information at times instant drug tests are
taken, the test information including information on
test conditions;

recording results of the instant drug tests; and

storing the test information in association with the results
to provide a chain of custody record for the instant drug
test for each person.
48. Apparatus for recording test information for forming
a chain of custody record for instant drug tests for persons,
the apparatus comprising:

a camera component for taking still or motion pictures of
the test conditions;

a biometric recorder component for taking a biometric
measurement of the tested persons;

an input interface for the input of test information includ-
ing test results;

amemory for storing the test information, the pictures and
the biometric measurements as chain of custody record
records; and

an output interface for transmitting the stored information
to a remote computer apparatus for recordal of the
chain of custody records.
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49. Apparatus according to claim 48, wherein said appa-
ratus is portable and includes a battery power supply.

50. Apparatus for forming a chain of custody record for
instant drug tests for persons, the apparatus comprising:

a camera component for taking still or motion pictures of
the test conditions at times instant drug tests are taken;

a biometric recorder component for taking biometric
measurements of the tested persons;

an input interface for the input of test information includ-
ing results of the instant drug tests; and

a storage device for storing the still or motion pictures, the
biometric measurements, and the results to provide a
chain of custody record for the instant drug test for each
person.

51. A substance abuse management system comprising:

a database storing substance abuse data for a plurality of
persons, the database storing substance abuse results
data, data on persons, data on users of the system, and
data on hierarchical relationships of the users; and

a database interface for allowing the input of data to and
the output of data from the database, the database
interface comprising code structured to operate in
accordance with an object oriented data model in which
data is represented as objects, said objects including
substance abuse results objects defining information on
substance abuse results for persons, person objects
defining information on persons, users and/or location
objects defining information on system users compris-
ing custodians of said persons and/or information on
custodial locations of said persons, and organisation
objects defining information on at least one hierarchical
relationship of said system users and/or locations of
said persons, said at least one hierarchical relationship
defining at least one custodial hierarchy for custodian-
ship of said persons;

wherein said database interface code is structured to allow
for the formation and management of said at least one
hierarchical relationship to provide for the formation
and management of said at least one custodial hierarchy
for said persons.

52. A substance abuse management system according to
claim 51, wherein said database interface code is structured
to allow for the independent modification of any said object.

53. A substance abuse management system according to
claim 51, wherein said database interface code is structured
to allow for the formation and management of at least one
further hierarchical relationship defining at least one juris-
dictional hierarchy for jurisdictional responsibility for said
users and said persons.

54. A substance abuse management method comprising:

storing substance abuse data for a plurality of persons in
a database, the data comprising substance abuse results
data, data on persons, data on users of the system, and
data on hierarchical relationships of the users; and

forming a database interface to allow the input of data to
and the output of data from the database using an object
oriented data model in which data is represented as
objects, said objects including substance abuse results
objects defining information on substance abuse results
for persons, person objects defining information on
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persons, users and/or location objects defining infor- 55. A substance abuse management method according to
mation on system users comprising custodians of said claim 54, wherein said object oriented data model allows for
persons and/or information on custodial locations of the independent modification of any said object.

said persons, and organisation objects defining infor- 56. A substance abuse management method according to
mation on at least one hierarchical relationship of said claim 54, wherein said object oriented data model allows for
system users and/or locations of said persons, said at the formation and management of at least one further
least one hierarchical relationship defining at least one hierarchical relationship defining at least one jurisdictional
custodial hierarchy for custodianship of said persons; hierarchy for jurisdictional responsibility for said users and

said persons.
57. A carrier medium carrying computer readable code for
chical relationship to provide for the formation and controlling a computer to carry out the method of any one of

management of said at least one custodial hierarchy for claims 1, 31, 47 or 54.
said persons. I T S

wherein said object oriented data model allows for the
formation and management of said at least one hierar-



